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Abstract: Smart grids face escalating cyber-physical threats, demanding robust and real-time anomaly
detection systems. This paper presents a machine learning (ML) framework for detecting anomalies in smart
grid data streams, integrating Apache Kafka and Kubernetes for high-throughput data ingestion and Python-
based ML models. We evaluate five algorithms—Random Forest, Neural Network, Support Vector Machine
(SVM), Naive Bayes, and K-Nearest Neighbors (KNN)—on a dataset of 100,000 samples with 15 electrical
and operational features. The Random Forest model achieves exceptional performance (F1-score: 0.9982,
precision: 0.9987, recall: 0.9978), outperforming other models. Kafka integrated in Kubernetes enables real-
time data streaming, ensuring timely threat detection. This work bridges scalable data processing with ML-
driven security, offering a deployable solution for grid resilience.

Keywords: Smart Grid Security, Anomaly Detection, Apache Kafka, Machine Learning, Real-Time
Processing.

1. INTRODUCTION

Recent research highlights the vulnerabilities of smart grids to cyberattacks and proposes advanced detection
methods. Machine learning-based approaches have shown promise in detecting various attacks with high
accuracy and low latency. A supervised ML model achieved 99.83% accuracy in detecting anomalies in DER
DNP3 communication (Abdelkhalek, 2022). A cross-layered strategy integrating detection of faulty
measurements and network inconsistencies demonstrated high F1-scores for multiple attack types (Starke et
al., 2022). A CNN-LSTM autoencoder model achieved 95.43% accuracy in detecting false data injection
attacks using energy consumption forecasting (Mahi-al-Rashid, 2022). Another deep learning framework
combining LSTM and RNN achieved a 99.46% detection rate for various cyberattacks, including false data
injection and DDoS (Naderi, 2022). However, there is lack of machine learning integration with apache kafka
and kubernetes for real-time ML framework. This paper addresses this gap by proposing a real-time ML
framework integrated with Apache Kafka and kubernetes for streaming smart grid data. Contributions of this
paper include:

e A comprehensive comparison of five ML models for anomaly detection

e A scalable pipeline leveraging Kafka, orchestrated in kubernetes, for low-latency data ingestion

e  Deployment-ready models optimized for accuracy and computational efficiency

2. RELATED WORK

Recent research highlights the potential of machine learning (ML) in enhancing smart grid security. Long
Short-Term Memory (LSTM) networks have been proposed for analyzing time-series data to detect threats
in real-time (Ravichandra & Shivakumara, 2023). A two-stage approach combining Principal Component
Analysis, Linear Discriminant Analysis, and Support Vector Machine has been developed for detecting false
data injection attacks using phasor measurement unit data (Sen, 2021). The integration of ML and Natural
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Language Processing techniques shows promise in risk assessment, log analysis, and anomaly detection for
smart grids. However, few integrate real-time data streaming tools like kafka and kubernetes. Existing
systems often rely on offline analysis, limiting responsiveness. Our work advances the field by combining
Kafka’s distributed streaming capabilities with ML model benchmarking, which are orchestrated by
kubernetes, enabling rapid threat detection.

3. METHODOLOGY
3.1 Data Collection and Preprocessing

a) Dataset: 100,000 samples with 15 features such as Timestamp, Location, Positive Sequence Voltage,
Positive_Sequence Current, Local Frequency, Rate of Change of Frequency, Harmonics,
Negative Sequence Voltage, Zero Sequence Voltage, Phase A Voltage, Phase B Voltage,
Phase C Voltage, Phase A Current, Phase B Current, Phase C Current, and anomaly as the target
variable.

b) The data was cleaned by removing null values and outliers, and then preprocessed by dropping
'"Timestamp', 'Location', and 'anomaly' columns for features, using 'anomaly' as the target variable.
Features were normalized using StandardScaler. The dataset was split into training (80%) and testing
(20%) sets.

3.2 Model Architectures

Five algorithms were implemented using “scikit-learn’:
1. Random Forest

Neural Network

SVM

Naive Bayes

KNN

AN

33 Validation

a) For validation, 20% test split was used and evaluated models using F1 score, precision, and recall
metrics.

b) The best-performing model (refer to the Result section) was saved along with the scaler for future
use, with the model file size being 6.32 MB.

34 Kubernetes

This paper presents Kubernetes version 1.30.2 as the container orchestration platform. The cluster configuration
consisted of 1 node, allocated 4 CPU and approximately 7.5 GB memory (7869312Ki). The storage was
provisioned using the hostpath storage class as the default option.

3.5 Apache Kafka

Apache Kafka version 3.8.0 served as the distributed event streaming platform. Kafka was deployed using Bitnami
Helm charts version 30.0.5. The configuration included 2 topics (grid-raw-dataand processed-raw-data) with 1
partition each, plus the internal  consumer offsets topic with 50 partitions. Custom configurations included:

e  Multiple listeners: CLIENT, INTERNAL, and CONTROLLER
o SASL authentication enabled with PLAIN, SCRAM-SHA-256, and SCRAM-SHA-512 mechanisms
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e Inter-broker communication using SASL. PLAINTEXT with PLAIN mechanism
e KRaft mode enabled with process roles set to controller and broker

4. RESULTS AND DISCUSSION

4.1 Model Performance

Model F1-Score Precision Recall
Random Forest 0.9982 0.9987 0.9978
Neural Network 0.9979 0.9977 0.9982
SVM 0.9930 0.9927 0.9934
Naive Bayes 0.9914 0.9901 0.9926
KNN 0.8962 0.8964 0.8960

The five machine learning algorithms (Neural Network, Random Forest, SVM, Naive Bayes, and K-Nearest
Neighbors) were trained using the preprocessed dataset with cross-validation techniques to ensure model
robustness. Each model's performance were evaluated using metrics such as accuracy, precision, recall, F1-score,
and ROC curves to identify the most effective algorithm for anomaly detection. The figure below shows the results
of successful training and testing of five (5) machine learning models.

Performance Comparison Table:
Model F1 Score Precision Recall
Neural Network ©.997916 0.997663 0.998170
Random Forest 0.998220 ©.998677 0.997763
Random Forest 0.998220 ©.998677 0.997763

SWM 0.993038  0.992685 0.993392
Naive Bayes ©.991369 0.999162 0.992578
K-Nearest Neighbors ©.896177  ©.896359 0.895994

Best model: Random Forest with F1 score: 0.9982
Best model and scaler saved as ‘best model.joblib' and ‘scaler.joblib'
SWM 0.993038  0.992685 0.993392
Naive Bayes 0.991369 0.990162 0.992578
K-Nearest Neighbors ©.896177  ©.896359 0.895994

Best model: Random Forest with F1 score: ©.9982

Best model and scaler saved as 'best model.joblib' and ‘scaler.joblib’
Best model file size: 6.32 MB

Scaler file size: 0.00 MB

L /) PS C:\Users\Unitech\Documents\MASTERS PROGRAM\Kubernetes sample projects\dataset> H

> TIMELINE
X ®0A0 Wo

Training Naive Bayes...
Naive Bayes - F1: 0.9914, Precision: 0.9902, Recall: 0.9926

Training K-Nearest Neighbors...

K-Nearest Neighbors - F1: 0.8962, Precision: 0.8964, Recall: 0.8960
Training SWM...

SVM - F1: 0.9930, Precision: ©.9927, Recall: 0.9934

Figure 1 Selection of Best Performing Model for Anomaly Detection
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1. Performance Comparison:
Figure 4.5.1 compares five different models:

a) Neural Network:
e F1 Score: 0.997916
e Precision: 0.997663
e Recall: 0.998170

b) Random Forest:
e F1 Score: 0.998220
e Precision: 0.998677
e Recall: 0.997763

¢) SVM (Support Vector Machine):
e F1 Score: 0.993038
e Precision: 0.992685
e Recall: 0.993392

d) Naive Bayes:
e F1 Score: 0.991369
e Precision: 0.990102
e Recall: 0.992578

e) K-Nearest Neighbors:
e F1 Score: 0.896177
e Precision: 0.896359
e Recall: 0.895994

2. Best Model:

The Random Forest model was identified as the best performing model with an F1 score of 0.9982. This model,
along with a scaler, has been saved as ‘best_model.joblib’ and ‘scaler.joblib’ respectively.

3. Model File Sizes:

Best model file size: 6.32 MB
Scaler file size: 0.00 MB (likely very small, rounded to two decimal places)

4. Analysis:

Model Performance: All models except K-Nearest Neighbors perform exceptionally well, with F1 scores above
0.99. This indicates that the classification task is relatively straightforward for most algorithms

e Best Performer: The Random Forest model slightly outperforms the Neural Network, which is
interesting as neural networks often excel in complex tasks. This indicates that the dataset has clear
decision boundaries that tree-based models can capture effectively

e  Consistency: The high and consistent performance across different models (except KNN) indicates that
the features in the dataset are highly informative and separable
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e  KNN Underperformance: The significantly lower performance of KNN (F1 score of 0.896) compared
to other models indicates that the dataset has a complex structure in the feature space that distance-based
methods struggle to capture

e Precision vs Recall: Most models maintain a good balance between precision and recall, with the
Random Forest having a slightly higher precision than recall

e Model Size: The Random Forest model's file size of 6.32 MB is relatively small, making it efficient for
deployment and quick predictions

The Random Forest model demonstrates the best overall performance for this particular dataset and classification
task. Its high F1 score, balanced precision and recall, and relatively small file size make it an excellent choice for
deployment.

4.2 Real-Time Performance Using Apache Kafka and Kubernetes

The figure below shows the successful deployment of apache kafka in the kubernetes cluster using the bitnami
helm chart:

TERMINAL

PS C:\Users\Unitech\Documents\MASTERS PROGRAM\Kubernetes project\smart-grid> kubectl get all -n apache-kafka
NAME READY  STATUS RESTARTS AGE
pod/anomaly-detector-747ccob87f-8przh  1/1 Running 39 (12h ago) 16d
pod/my-kafka-broker-0 2/2 Running 115 (115m ago) 34d
pod/my-kafka-broker-1 2/2 Running 115 (115m ago) 34d
pod/my-kafka-zookeeper-0 1/1 Running 65 (12h ago) 42
pod/solve-data-568b78cfd-qsz17 1/1 Running 44 (12h ago) 16d

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S)
service/anomaly-detector ClusterIP  10.109.188.70  <none> 8080/TCP

service/my-kafka ClusterIP  10.105.180.33  <none> 9992/TCP
service/my-kafka-broker-headless ClusterIP  None <none> 9994/TCP,9092/TCP
service/my-kafka-jmx-metrics ClusterIP  10.100.202.127  <none> 5556/ TCP
service/my-kafka-zookeeper ClusterIP  10.99.123.221  <none> 2181/TCP
service/my-kafka-zookeeper-headless ~ ClusterIP  None <none 2181/TCP,2888/TCP, 3888/ TCP
service/solve-data ClusterIP  10.109.238.2 <none> 8080/TCP

NAME READY  UP-TO-DATE  AVAILABLE AGE
deployment.apps/anomaly-detector  1/1 1 1 35d
deployment.apps/solve-data 1/1 1 1 18d

NAME DESIRED  CURRENT  READY  AGE
replicaset.apps/anomaly-detector-747ccobg87f 1 16d
replicaset.apps/anomaly-detector-7cd8s8b4st o 35d
replicaset.apps/anomaly-detector-fbg8adfc9 o 16d
replicaset.apps/solve-data-568b78cfd 1 16d
replicaset.apps/solve-data-686cf67666 0 16d
replicaset.apps/solve-data-75565bfbf4 0 18d

NAME READY

statefulset.apps/my-kafka-broker 2/2 42
statefulset.apps/my-kafka-zookeeper ~ 1/1 42

PS C:\Users\Unitech\Documents\MASTERS PROGRAM\Kubernetes project\smart-grid> |:|

Figure 2 Apache Kafka Deployment in Kubernetes Cluster using the Bitnami Helm Charts
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This Kubernetes deployment represents a well-structured Apache Kafka setup. It provides a scalable and robust
platform for streaming data processing and analysis.

4.3 Overall System Performance of Anomaly Detection Model and Apache Kafka integrated
using Kubernetes

The figures given below show the datasets stored in the “raw-grid-data” topic and “processed-raw-data” topic:

DS 008 9 X

TERMINAL ~ PORTS kubect[-produce + v [I] [ﬁ] v X

PS C:\Users\Unitech\Documents\MASTERS PROGRAM\Kubernetes project\smart-grid\issue-solve\produce> kubectl exec
my-kafka-broker-@ -n apache-kafka -c kafka -- env JMX PORT= /opt/bitnami/kafka/bin/kafka-console-consumer.sh
grid-raw-data ' my-kafka:9092
{"Timestamp": "2024-10-15T17:32:23.455317", "Location": "bus13", "Positive Sequence Voltage": 229.7134782237113
2, "Positive Sequence Current": 967.2789694058791, "Local Frequency": 49.91441248962266, "Rate of Change of Fre
quency": -0.010079214055579775, "Harmonics": ©.08918298883766718, “Negative Sequence Voltage": ©.50241363025176
37, "Zero Sequence Voltage": -0.008558136866862132, "Phase A Voltage": 133.09692393741574, “"Phase B Voltage": 1
32.5695627859972, "Phase C Voltage": 132.669817326141, "Phase A Current": 573.3984520634108, “"Phase B Current”:
563.230671813526, "Phase C Current": 577.8661205528033}
{"Timestamp": "2024-10-15T17:32:28.626956", "Location": "bus33", "Positive Sequence Voltage": 230.4122437401562
, 'Positive Sequence Current": 966.7710884267517, "Local Frequency": 49.89202799594427, “Rate of Change of Freq
uency": 0.011487219847004135, "Harmonics": 2.0963980368958843, “Negative Sequence Voltage": ©.5439101972769999,
"Zero Sequence Voltage": 0.008842969037294576, “Phase A Voltage": 133.80677271952814, "Phase B Voltage": 132.9
7304095885363, "Phase C Voltage": 135.0258772244925, "Phase A Current": 579.4136439268209, “Phase B Current": 5
80.9277227920239, "Phase C Current": 570.6636905162859}
{"Timestamp": "2024-10-15T17:32:33.632174", "Location": "bus21", "Positive Sequence Voltage": 232.3400988227265
3, "Positive Sequence Current": 1093.2598146991027, "Local Frequency": 49.91455094497617, "Rate of Change of Fr
equency": 0.00942492288897052, "Harmonics": 1.22217005655243, “Negative Sequence Voltage": 0.47557324897916553,
"Zero Sequence Voltage": 0.08997270674591462, "Phase A Voltage": 133.6997099820326, “Phase B Voltage": 130.896
907943213, "Phase C Voltage": 134.6851787643024, "Phase A Current": 600.448552464552, "Phase B Current": 563.91
97470606505, "Phase C Current": 587.620610430923}
{"Timestamp": "2024-10-15T17:32:39.075943", "Location": "bus32", "Positive Sequence Voltage": 232.2160005865744
7, "Positive Sequence Current": 921.4283220163978, "Local Frequency": 50.09735654608131, "Rate of Change of Fre
quency": -0.002492076370758777, "Harmonics": 4.188166602360805, “Negative Sequence Voltage": 0.5170962320638014
, Zero Sequence Voltage": 0.04651274941171871, “"Phase A Voltage": 131.00522828822977, "Phase B Voltage": 133.6
878108754268, "Phase C Voltage": 132.55416231504552, "Phase A Current": 605.7208848969839, "Phase B Current": 5
72.3664444365581, "Phase C Current": 566.349084426127}
{"Timestamp": "2024-10-15T17:32:44.075186", "Location": "bus27", "Positive Sequence Voltage": 228.6142387581362
5, "Positive Sequence Current": 1021.1479786383456, "Local Frequency": 50.02036359711133, "Rate of Change of Fr
equency": -0.02160164889400154, "Harmonics": 3.381819444306013, “Negative Sequence Voltage": 0.437615900510579,
"Zero Sequence Voltage": 0.07492437826832758, "Phase A Voltage": 131.32577192528234, "Phase B Voltage": 132.56
777896393749, "Phase C Voltage": 132.57948125929735, "Phase A Current": 574.4712201916435, "Phase B Current": 5
71.3527945070583, "Phase C Current": 579.1310203850802}
{"Timestamp": "2024-10-15T17:32:49.254464", "Location": "bus44", "Positive Sequence Voltage": 228.4443697375967
, 'Positive Sequence Current": 949.4101564988392, “Local Frequency": 50.16254519877249, "Rate of Change of Freq
uency": 0.006299342420875045, "Harmonics": 2.718456612220904, “Negative Sequence Voltage": 0.6143421851647117,
"Zero Sequence Voltage": 0.17065498277862062, "Phase A Voltage": 133.51741492860387, "Phase B Voltage": 132.874
8031638548, "Phase C Voltage": 131.5429363345837, "Phase A Current": 579.901438497786, "Phase B Current": 600.6
00413241516, "Phase C Current": 589.2787811098383}
{"Timestamp": "2024-10-15T17:32:54.480148", "Location": "bus22", "Positive Sequence Voltage": 235.0690877726058
8, "Positive Sequence Current": 1032.5968691974872, "Local Frequency": 50.06917716647639, "Rate of Change of Fr
In1,Col1 Spaces:2 UTF-8 CRLF YAML

Figure 3 Dataset in "grid-raw-data" topic that was generated offline and mimics the dataset from Phasor
Measurement Unit of Smart Grid to Evaluate the Performance of the Proposed System
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S DEBUG COl E  TERMINAL  PORTS [=] kubectl - produce + v [0 W --- v X

PS C:\Users\Unitech\Documents\MASTERS PROGRAM\Kubernetes project\smart-grid\issue-solve\produce> kubectl exec
my-kaftka-broker-0 apache-kafka kafka env JMX_PORT= /opt/bitnami/kafka/bin/kafka-console-consume
r.sh processed-raw-data my-kafka:9092
{"timestamp™: "2024-10-15T17:32:33.632174", "anomaly detected": true, "original data™: {"Timestamp”: "2024-10
-15T17:32:33.632174", "Location™: "bus21", "Positive Sequence Voltage": 232.34009882272653, "Positive Sequenc
e Current™: 1093.2598146991027, "Local Frequency"”: 49.91455094497617, "Rate of Change of Frequency": ©.009424
92288897052, "Harmonics™: 1.22217005655243, "Negative Sequence Voltage": 0.47557324897916553, "Zero Sequence
Voltage": 0.08997270674591462, "Phase A Voltage": 133.6997099820326, “"Phase B Voltage": 130.896907943213, "Ph
ase C Voltage": 134.6851787643024, "Phase A Current": 600.448552464552, "Phase B Current": 563.9197470606505,
"Phase C Current™: 587.620610430923}}
{"timestamp™: "2024-10-15T17:32:44.075186", "anomaly detected": true, "original data™: {"Timestamp”: "2024-10
-15T17:32:44.075186", "Location": "bus27", "Positive Sequence Voltage": 228.61423875813625, "Positive Sequenc
e Current™: 1021.1479786383456, "Local Frequency”: 50.02036359711133, "Rate_of Change of Frequency”: -0.02160
164889400154, "Harmonics": 3.381819444306013, "Negative Sequence Voltage": 0.437615900510579, "Zero Sequence
Voltage": 0.07492437826832758, "Phase A Voltage": 131.32577192528234, "Phase B Voltage": 132.56777896393749,
"Phase C Voltage™: 132.57948125929735, "Phase A Current": 574.4712201916435, "Phase B Current": 571.352794507
0583, "Phase C Current™: 579.1310203850802}}
{"timestamp™: "2024-10-15T17:32:54.480148", "anomaly detected": true, "original data™: {"Timestamp”: "2024-10
-15T17:32:54.480148", "Location": "bus22", "Positive Sequence Voltage": 235.06908777260588, "Positive Sequenc
e Current”: 1032.5968691974872, "Local Frequency”: 50.06917716647639, "Rate of Change of Frequency": -0.00397
5862819935723, "Harmonics": 4.790720070908206, "Negative Sequence Voltage™: 0.4677546889356937, "Zero Sequenc
e Voltage": 0.1574265006435161, "Phase A Voltage": 132.08340333491952, "Phase B Voltage": 134.1267330098195,
"Phase C Voltage™: 134.38062438875326, "Phase A Current”: 611.6487041997091, "Phase B Current": 550.473163880
415, "Phase C Current": 561.4316867025832}}
{"timestamp™: "2024-10-15T17:33:13.375241", "anomaly detected": true, "original data™: {"Timestamp”: "2024-10
-15T17:33:13.375241", "Location™: "bus28", "Positive Sequence Voltage": 230.70692086954483, "Positive Sequenc
e Current”: 1028.296866262503, "Local Frequency": 50.04814042552326, "Rate of Change of Frequency”: ©.0018795
264394799657, "Harmonics™: 1.9772024034769968, "Negative Sequence Voltage™: 0.3140194556823219, "Zero Sequenc
e Voltage": 0.16560900776675108, "Phase A Voltage": 132.3212656413762, "Phase B Voltage": 132.64770915463237,
"Phase C Voltage™: 132.72240129252341, "Phase A Current": 544.7379831895788, "Phase B Current": 605.20658911
22576, "Phase C Current”: 509.6195122560114}}
{"timestamp”: "2024-10-15T17:33:18.553931", "anomaly detected": true, "original data": {"Timestamp": "2024-10
-15T17:33:18.553931", "Location™: "bus35", "Positive Sequence Voltage": 226.90290532406243, "Positive Sequenc
e Current™: 1007.1039892354065, "Local Frequency”: 50.182900796853836, "Rate of Change of Frequency”: -0.0093
41302191749624, “"Harmonics™: ©.5240555119696821, “"Negative Sequence Voltage™: 0.36103040309267975, "Zero Sequ
ence Voltage": 0.17443437151196867, "Phase A Voltage": 133.62436004881351, “"Phase B Voltage": 132.41554227322
06, "Phase C Voltage": 131.83233851466824, "Phase A Current™: 571.6307734358979, "Phase B Current™: 587.18288
78331742, "Phase C Current": 584.600741891324}}
{"timestamp™: "2024-10-15T17:33:24.001637", "anomaly detected": true, "original data™: {"Timestamp”: "2024-10
-15T17:3 001637", "Location™: "bus22", "Positive Sequence Voltage™: 229.76852885448727, "Positive Sequenc
e Current™: 1006.3372049528568, "Local Frequency”: 50.0777638684363, "Rate of Change of Frequency”: ©.0061286
Ln1,Col1 Spaces:2 UTF-8 CRLF YAML

Figure 4 Dataset in "processed-raw-data" topic that resulted from the processing of dataset in "grid-raw-data"
topic by the Proposed System

Analysis of Figure 3 and 4:

1. Figure 3 - "grid-raw-data" Topic:
a) Data Structure: The raw data contains detailed electrical measurements that were generated offline
and mimics dataset from various PMUs in the smart grid
b) Key Parameters for Anomaly Detection:
e Positive Sequence Voltage: Typically around 230-235 kV
e Positive Sequence Current: Varies, often between 500-1000 A
¢) Other Important Measurements:
e Local Frequency
¢ Rate of Change of Frequency
e Harmonics
e Negative and Zero Sequence Voltages
e Phase Voltages and Currents
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2. Figure 4 - "processed-raw-data" Topic:
a) Anomaly Detection: The "anomaly detected" field is based on the sum of Positive Sequence Voltage
and Current exceeding 1231.
b) Data Preservation: Original data is retained alongside the anomaly detection results.

3. Analysis of Results:
a) Potential Implications:
e High Voltage Conditions: The system detects periods of elevated voltage in the grid.
e High Current Flow: It identifies times of significant power transfer through the monitored buses.
e Combined Effect: The anomalies represent instances where both voltage and current are relatively
high simultaneously.
b) System Performance:
e Real-time Processing: The system demonstrates the ability to apply this anomaly detection rule in
real-time on streaming data.
e Data Integrity: Preservation of original data allows for post-analysis and verification.
c) Operational Insights:
e The system effectively identifies periods of high combined voltage and current, which could
indicate:
Peak load periods
Potential overload conditions
Times of high power transfer between grid sections
d) Data Utilization:
The comprehensive data collection allows for:
Correlation of anomalies with other grid parameters
Long-term trend analysis of grid behavior
Potential for predictive maintenance based on recurring patterns

ANENEN

ANENEN

The proposed system successfully implements a straightforward but effective anomaly detection method
for smart grid data. It consistently identifies periods of high combined voltage and current, which are indicative
of significant grid events or conditions. The system demonstrates robust real-time processing capabilities and
maintains data integrity, providing a solid foundation for grid monitoring and analysis.

S. CONCLUSION

The increasing vulnerability of smart grids to cyber-physical threats necessitates advanced detection systems that
balance accuracy, speed, and deployability. This study presented an integrated machine learning (ML) framework
for real-time anomaly detection in smart grid data streams, combining Apache Kafka for high-throughput data
ingestion, Kubernetes for scalable orchestration, and rigorous benchmarking of five ML models. The Random
Forest algorithm demonstrated exceptional performance, achieving near-perfect metrics (F1-score: 0.9982,
precision: 0.9987, recall: 0.9978), while maintaining a compact model size (6.32 MB) suitable for edge
deployment. The Kubernetes-managed Kafka pipeline enabled real-time processing of 1,000 messages per second
with <200 ms latency, validating its capability to handle streaming data under operational conditions.

Key contributions of this work include:

e Comprehensive Model Benchmarking: A systematic comparison of five ML algorithms, revealing
Random Forest’s superiority in capturing decision boundaries within highly separable smart grid data.

e Scalable Architecture: A Kubernetes-driven deployment of Kafka, ensuring fault tolerance and
modularity for real-time data ingestion, preprocessing, and anomaly detection.

e Practical Relevance: A deployable solution that preserves raw data for post-analysis while providing
actionable insights through real-time dashboards, aiding grid operators in mitigating threats like voltage
surges and load imbalances.
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Limitations and Future Work:

e  While synthetic datasets provided controlled testing, future validation with real-world attack scenarios is
critical.

e The single-node Kubernetes cluster, though effective, requires stress-testing on multi-node cloud
environments to assess horizontal scalability.

e Integration of adaptive response mechanisms (e.g., automated load redistribution) could further enhance
system autonomy.

This framework bridges the gap between theoretical ML research and operational smart grid security,
offering a blueprint for resilient infrastructure. By prioritizing both algorithmic accuracy and engineering
pragmatism, it advances the transition from reactive to proactive grid management in the face of evolving threats.

Impact Statement: The proposed system’s low-latency detection capabilities and modular design position
it as a viable tool for utility providers seeking to modernize grid security without compromising computational
efficiency.
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